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Abstract

In this work we describe a method for fully distributed
authentication using public key cryptography within the
Kerberos ticket framework. By distributing most of the
authentication workload away from the trusted
intermediary and to the communicating parties,
significant enhancements to security and scalability can
be achieved as compared to Kerberos V5. Privacy of
Kerberos clients is also enhanced. A working
implementation of this extended protocol has been
developed, and a migration plan is proposed for a
transition from traditional to public key based Kerberos.

1. Motivation

The scalability of network security infrastructuresis
becominga growing concernas the explosive growth of
the Internet continues unabated. The number of users
and applicationsrequiring authenticatiorwill continueto
increaseat a rapid rate for the foreseeablduture. The
proliferation of web-basedcommerce for example, will
addto the networktensof millions of daily transactions
between large numbers of geographically distributed
merchantsandconsumers. Authenticationschemesare
neededwhich can scale to easily handle millions of
principalswithin a single realmof trust, suchas all the
customers of a major bank.

As Neumanet al. have noted [11] the traditional
Kerberos presents aitractivesecuritytargetin the form
of the KDC which maintains a shared symmetric léth
every principal in the realm. In the eventof a KDC
compromiseall the symmetrickeyswill be divulged to
the attacker and will have to be revoked. Recoveriom
sucha compromiserequiresthe re-establishmenof new
sharedkeys with all principals in the realm. Such a
recovery is very costly in terms of time, effort and
financial resources.

In this paper, we attemptto addressboth of these
concerns through the integration of public key
cryptography with traditional Kerberos authentication.

1.1. The role of trusted intermediaries in
authentication

Public key based systems rely on Certificate
Authorities as trusted intermediarieswhen authenticating
clients and servers. Key Distributi@entersin Kerberos
areanotherform of trustedintermediary. Scalability of
the trusted intermediary is a challenge in either systém.
the challenges not met, userscan experiencesignificant

delays in authentication, or be forced to accept an increased

risk of fraudulent credentials.

In the Kerberosschemethe KDC issuesto clients a
relatively short livedcredential(a Ticket Granting Ticket-
TGT) which must then be presented to a centralizekiet
GrantingService(TGS) to obtain a sessionticket for a
particularserver. The KDC is burdenedby the needto
constantlyrenew theseshort-lived TGT's, and the TGS
must be involved everytime a client wishesto establish

contact with a new server. Typically, the short lifetime of

a TGT provides the only protection against revoked
credentials; a' GS replicawill not be informedwhenthe
KDC revokes a user's privileges.

In a public key schemega Certificate Authority (CA)
issuesa relatively long lived credential-- a public key
certificate. When both clients and servers have such
certificatesthey can authenticateto each other without
further referenceto a CA. However, precisely because
thesecertificatesare long-lived, some methodis required
to inform servers of revoked certificates. This carltme
by requiring servers to checkeartificate'scurrentvalidity

with the CA on each use of a certificate, or by distributing

Certificate Revocation Lists (CRL's) to all servers
periodically.

Thus, the factorscontrolling the burdenon centralized
servicesaredifferentin the two cases. In Kerberos,the
burden on th&KDC/TGS is determinedby the numberof
times clients want to authenticat® servers. In a Public
Key scheme, it is determined by tfitequencywith which
clients or servers must be iouchwith a CA to learn of
revoked certificates.

Partitioning of the principals into realms served by
different serversis one method of improving scalability.
This must be coupled with a meansfor cross-realm



authentication. In the Kerberosscheme,eachrealm has
its own well-defined administrativeboundary, and more
importantly, a manageablenumber of principals. A
KerberosKDC and/or TGS may be replicatedin each
realm to handle all authenticationrequestswithin the
realm, thoughone instanceof the KDC must be declared
the masterfor updatesof sharedsecrets. Cross-realm
authenticationis made possible through the bi-lateral
establishment of inter-realm keys by the realm
administrators. This is accomplishedby registeringthe
Ticket Granting Serveof onerealmasa principaliin the
other. EventhoughKerberosrealmscan, in theory, be
organized hierarchically, bi-lateral agreementsmust be
establisheda priori and few Kerberosrealms are cross
registered impractice. Neverthelessn organization,such

required. However, these operations distributedamong
the clients and serversratherthan concentratingthem at
the KDC. Additionally, it offers a more complete
solution to the security problem. Fully distributed
authenticationbetweenthe Kerberos clients and servers
using public key cryptographymeansthat neither the
clients nor the serverswill needto maintain symmetric
keys with the KDC. In fact, there is no longer a
centralizedKDC to be compromised. Only the CA
remains as the trusted intermediary.

Finally, while Kerberos V5 and its predecessors provide
the means to protect the content of messages, they provide

no protectionagainsttraffic analysis,asthe identities of
the partiesto a communicationare typically sentin the
clear during session establishment. With a simple

as a bank with millions of customers, can handle the issue modification to the messageformat, it is possible to

of scalability by dividing its customerbaseinto separate
realmsand setting up cross-realmauthenticationamong
them.

Similarly, a chainof certificatesallows a principal to
verify a certificate issued by a different CA than the
principal's own.

In practicecompaniessuch as Verisign have already
demonstratedhe ability to handlefrom a single CA the
burden of hundredsof thousandsof certificates. By
incorporatingpublic key cryptographyinto the Kerberos
framework,it shouldbe possibleto establisha Kerberos
realm with millions of principals, witmo needfor cross-
realm authentication.

There have been numerous recent proposals to
incorporate public key cryptographyinto Kerberos [3]
[11]. These proposalsfocus on various aspects of
Kerberos, such as security and portability. Thetralized
KDC remains in allof the proposals. The presentwork,
extendedand generalizedfrom the NetBill security and
transaction protocol [2], seeks to address both the
scalability and security concerns by bypassing the
centralizedKDC altogether. This proposedextensionto

Kerberos shall be referred to as "Public key based Kerberos

for Distributed Authentication” or "PKDA" in the
remainder of this paper.

Neumanet al. proposeto solve the security problem
by calling for the useof public key cryptographyin the
initial authenticationbetweenthe clients and the KDC.
By registeringonly the public keys with the KDC, the
clients will not haveto re-generate new sharedsecretin
the eventof a KDC compromise. Only the application
servers, which will continue to use conventional
cryptography,will have to re-establishnew symmetric
keys. Limiting the use of public kesryptographyto the
initial authenticationis justified on performancegrounds.
Once key-exchange is achieved during initial
authentication, all subsequent message exchanges,
including thoseto secureserverticketsfrom a TGS, can
be accomplished using tltemputationallymore efficient
symmetric key method.

The proposedPKDA extensionrequiresthe use of
public key operationseach time a service ticket is

preservethe privacy of the client identity at very little
cost.

1.2. PKDA versus SSL

Version 3.0 of the SecureSocketsLayer protocol [5]
provides public key based services for mutual
authentication, and key exchange foivacy. It hasbeen
rapidly adopted by many firms for use in conjunctieith
HTTP, as well as for other services such as telnet.

Like the PKDA proposal, SSB.0 allows a client and
server who are each in possessionof a public key
certificate signed by a trusted CA tiautually authenticate
and establish a sharegmmetricsessionkey. Moreover,
SSL specificationscoverthe useof multiple public key
algorithms (DSA, RSA) and multiple session key
algorithms (DES, RC4) as determinedby the parties.
While Kerberosprovidesa meansof specifying multiple
encryptionmethods most implementationsupport only
DES.

We see four fundamental advantages to PKIBAA-vis
SSL 3.0:

1. SSL 3.0 is a transpotayer protocol which canonly
be usedin conjunctionwith TCP-basedclient-server
communications. Kerberos, on the other hand,asits
the application layer and can be used wither UDP
or TCP. However, thisransportlayer independence
comesat a price: it is more work to integrate
Kerberos with each application.

2. In orderto avoid the computationaburdenof public
key operationsat the beginning of every TCP
connection,SSL 3.0 permits the reuse of session
keys. To make use of thfacility, however,requires
the serverto keep a cacheof all recently issued
session keys and an associated serial number.
Kerberos (and PKDA) relieves servers from
maintaining such state information, by conveying
the sessionkey in an encryptedticket readableonly
by the server. Moreover, agreeingto use cached
session keys it5SL requiresthe exchangeof several
packetsat the beginningof each TCP connection.



No suchexchangds requiredto re-usea previously
issued Kerberos ticket.

3. Kerberostickets can be usedto encrypt messages
which transit one or more servers tre way to their
ultimate destination.This is not possiblewith SSL
3.0.

4. The Kerberos proxy mechanism provides a convenient

way of conveying rights limitations along with
authentication. Restricted rights could only be
implemented inSSL via certificate extensionswhich
have not been specifieRights delegationin PKDA
will be discussed in Section 2.5.

Despitethese advantagefor PKDA, the widespread
support for SSL in the marketplaogakesit a formidable
alternative.

2. The PKDA Protocol

In the RFC 1510 protocol specificationfor Kerberos
V5 [7], a normally executed (error-free) authentication
procedure beginwith the exchangeof the following five
messages:

1.C->AS: AS _REQ
2.AS -->C: AS_REP
3.C-->TGS: TGS_REQ
4. TGS -->C: TGS_REP
5.C->8S: AP_REQ

where
AS_REQ: Authentication Service Request
AS_REP: Authentication Service Response
TGS_REQ: Ticket Granting Service Request
TGS_REP: Ticket Granting Service Response
AP_REQ: Application Service Request

The client first obtainsa ticket granting ticket (TGT)
from the AuthenticationService(AS) of the KDC, with
whom a shared symmetric key has previously been
established. Using this TGT, the client communicates
with the TicketGrantingServer(TGS)to securea shared
sessionkey betweenitself and the serverwith which it
wishesto communicate. The client can then proceedto
requestthe desiredservicefrom the applicationserverin
step 5. This sequencef messagexchangess preserved
in the proposedextensionby Neumanet al. [11]. The
extension departs fromonventionalKerberosonly in the
first two steps, where the messagesare encryptedand
signed using the public key pairs of the client and the
KDC. The client will continue to receive and use
conventional TGT's and service tickets.

In the proposed PKDArotocol, the KerberoskKDC is
bypassedaltogether. Communicatingdirectly with the
applicationserver,the client will be able to requestthe
server'scertificateand establisha sessionticket without

necessarilycontacting a centralized intermediary. A
PKDA-enabledserverwill be able to service certificate
requests as well as issue sesgioketsin the capacityof
the TGS, albeit only for sessions with itself:

1.C->S: SCERT_REQ
2.S->C: SCERT_REP
3.C-->8S: PKTGS_REQ
4. S -->C: PKTGS_REP
5.C-->8S: AP_REQ

where
SCERT_REQ: Request for Server's Certificate
SCERT_REP: Provision of Server's Certificate
PKTGS_REQ: Public key based TGS Request
PKTGS_REP: Public key based TGS Response
AP_REQ: Application Service Request

It is evidentfrom the abovethat the PKDA protocol
canbe executedn a completelydistributedfashion. Yet
the protocol is notomputationallymore demandinghan
other public keybasedproposalssuchas SSL. The first
two stepsrequire no cryptographicoperations,since the
information being transferred is all publitformation and
the integrity of the certificateis verified in subsequent
steps. In thecasewherethe client hascertificate caching
capabilities,thesetwo steps can even be bypassedfor
repeatedauthentication. Again, public key cryptography
is limited to initial authenticatioronly, which occursin
step 3 in this protocol. All subsequestepsemploy the
faster symmetric cryptography. While the cligienerates
andsendsa public key basedTGS requestin step 3, it
receives a conventional service ticket in stegmdnormal
operations proceed from step 5 onwards.

The PKDA protocol extension tiderberosV5 is built
upon existing public key infrastructurestandardssuch as
PKCS [12] and X.509 [€]. Detailed protocol
specificationdn ASN.1 formatcanbe foundin [13]. A
sample specification of the protocol, based upon the
Interface Specification Language [thnalso be foundin

8].
2.1. Notation
The following notation will be usedto denotethe

parties, operations,and key variables involved in the
message exchanges described in the rest of the paper:

C Client

S Server

G Rights Grantee (Proxy)

CA Certificate Authority

K and random one-time symmetric key
Kes symmetric key shared by C and S
P, public key of S

P! private key of C

{MK message encrypted using key K



{M}P message encrypted using S's public key

{MIP*  message signed using C's private key
Ts# time-stamps

T auth initial authentication time

Tes ticket for session between S and C

2.2. Obtaining the server's public key certificate

The client initiates the authenticationexchangeby
requesting from the server the pubitiey certificateof the
application service. This is necessary since the
constructionof the subsequentticket request message
(PKTGS_REQ)requiresthe encryptionof datausing the
server'spublic key. The SCERT_REQmessagesimply
consists ofthe identity (principal nameandrealm) of the
server:

SCERT_REQ: S
This and all subsequenPKDA authenticationmessages

are directed to the application service's assigned port.
In responseto the request,the server returns its

certificate or certificate-chain, which can be transmitted via

an unprotected channel:
SCERT_REP: s-cert

If the client has certificate caching capabilities, the
above two steps may be bypassed for subsequent
authentication attempts with a server.

The client is responsible for verifying that the
certificatehas beensignedby a trusted CA or chain of
CA's, and that it has not been subsequently revoRéds
can be accomplishedeither by checking against a
regularly-updatectopy of the Certificate RevocationList
(CRL), or by performing a query to the Certificate
Authority (CA). Alternatively, the client may chooseto
securethe server'scertificate directly from the CA. In
either case, the client must have established secure
communicationswith the CA, for exampleusing PKDA
with the CA's well known public key. The operational
details of the CA/CRL infrastructure are beyond the
scope of this paper.

2.3. Client/server authentication using public key
cryptography

2.3.1. Public key based TGS requestOnce the client
has obtained and verified the server's public ¢eyificate,
it canproceedto generatehe serviceticket request. The
messagecontains similar information to that in a
conventionalticket request,but it is sentto the server
directly, rather than to the KDC as in traditiofrberos.
This messages digitally signedwith the client's private
key, and encrypted with the server's public key.
Therefore, the server and only the serveraaermineand
authenticatethe identity of the client. Conversely,the
client is assured of thielentity of the serverbecausenly

the serverwith the matchingprivate key can decryptthe
PKTGS_REQ and construct a valid response.

The critical fieldsof the PKTGS_REQmessageare as
follows:

PKTGS_REQ: S, {Tuu K auth-datalp
where
auth-data = C, c-cert, {Kuo S, R TautPe!

The server's identity, S, is the only field transmitted in
clear. All otherfields are encryptedfor either securityor
privacy reasons. The integrity of the fieddis guaranteed
by its inclusion in the authorization field, which is
digitally signed. The serveridentity must be in the clear
so that the listener processreceivingthe PKTGS_REQ
messageknows for which principal the messageis
intendedin the eventthat multiple principals are served
from the same server port.

The remainderof the messagds encryptedusing the
public key of the server,P.. (In practice this means
encryptingthe messageavith a symmetrickey which in
turn is encryptedusing P,.) There are three distinct
elements in this encrypted portion, namely the
authenticatiortime T,,, the randomkey K., andthe
digitally signed authorization field ‘auth-data'.

The field T, indicates the time of the initial
authenticationrequest,which is the time at which the
currentrequestmessagéas being generated. Since the
client generateghis timestamp,the serverwill haveto
verify the timeelapsedetweenthis timestampandwhen
it receivesthis message.By refusingto servicea ticket
request that occurrétbo far' in the past,i.e., beyondthe
acceptableclock skew, the server can prevent replay
attacks. This field should not be left in the clear since
observabldag would indicateto a potential attackerthat
the client may have a clock synchronizationproblem
which can be exploited.

Thefield K4 IS a randomone-timekey generatedoy
the client. In traditional Kerberos,this randomkey is
generated by the KDC for the client to use in
communicating with the TGS in the TGT_REQ/
TGT_REP exchange. The client now generatesthis
random key. This key is not the actualsessionkey, but
is rather used by the server to encriyyg responseywhich
contains the service ticket and the session key itself.

The generationof this random key does impose a
burden on the client to have an appropriate random
numbergenerator. However,the client does have access
to the user'sprivate key, which can be usedalong with

the

any

other available sources of entropy to seed a quality pseudo-

random number generator. It should be noted, in
comparison, that traditional Kerberos requires the
generation by the clierdf a nonce,but the noncecanbe
based either on a random number generator or on
timestamps. The inclusion of this one-timerandomkey

in the message eliminates the need for a separate nonce.



The third and final element, 'auth-data’, ie8sencean
authorization field digitally signed with the clienpsvate
key. This field containsthe information necessaryto
authenticate the client's identity atalcheckthe integrity
of the message.

The construction of ‘'auth-data’ deserves special
attention. We chooseto representthe 'auth-data'field
using the 'SignedData’ construct as specifiethe PKCS
Cryptographic Message Syntax Stand@®CS #7) [12].
The 'SignedData’ container includes not calglaceholder
for the content tde signed,but also placeholderdor the
client's identity C, and the client's certificate 'c-cert'
(among other supporting fields neededfor public key
operations). There is thereforeno need to explicitly

duplicate these fields elsewhere in the request message.

The client's identity andertificatefields, while part of

This message, like the TGS_RE®nsistsof the service
ticket T, and an encryptedpart. The ticket is just a
conventional ticket, identical to that issued by the
traditional TGS:

Tc,s = S! {Kc,sa C! Tautk}Ks

Here, the ticket is encryptedusing K,, a symmetric key
known onlyto the server. This preventsthe client from
modifying the ticket. In traditional Kerberos, the
symmetric key is shareldetweenthe serverandthe TGS.
Of course the serverandthe TGS arethe sameentity in
PKDA. This reinforcesthe fact that the servercan only
issue sessiontickets for clients to communicatewith
itself, and notwith any otherapplicationserver. This is
in contrastto traditional Kerberos,where the centralized

the "auth-data’ construct, are not themselves 'signed' per seTGS canissuesessiortickets for any applicationservice

The fields actually subject to thsignatureprocessarethe
randomkey K., the server'sidentity S, the server's
public keyP,, andthe timestampT,,,, The randomkey
K.ana IS Signed for authenticity, while the servdentity is
included to prevent replay attacks first addressedby
Denning-Sacco [4]. The servepsblic key (or any other
identifier which uniquely ties theerver'scertificateto the
key usedin encryptingthis PKTGS_REQmessage)will

serveto avert"man-in-the-middle"attacks. An alternate
candidate for this field may be a combination of
'Certificate.issuer' and  the issuer  specific
‘Certificate.serialNumbeffields in a X.509 certificate.
The server,S, by comparingthis unique identifier with

the same field found in its own certificate copy, will detect

any attemptby a previousserverS’ to reusethe client's
signedauth-datain an attemptto obtain a ticket in C's
namefor S. Finally, the timestampT,,, is includedto
prevent replay attacks.

Note that the client's identity and its certificate can
only be found within the encrypted portion of the
message. The same is true for TGS REPmMessage
to be described in the next sectiofihis is in contrastto
the conventional TGS_REQ and TGS_REP messages,
where the client's identity is transmitted cleartext. The

impact of this change on client privacy will be revisited in

Section 2.3.2.

Upon receipt othe PKTGS _REQmessagethe server
decryptsthe messageusing its private key. It then
retrievesthe client's public key, found in the client's
certificate,c-cert. Using this key, the client's signature
(and authenticity of the request)can be verified. The
servermay also want to check for any revoked client
certificates.

2.3.2. Response t@ PKTGS request. The server,in
its ticket granting service capacity, responds with a
PKTGS_REP messagevery similar to the TGS_REP
message of traditional Kerberos:

PKTGS_REP: T, {C, S, Kis TaurtK rand

that has registered itself with the TGS.

Moving to the encrypted portion of the messagean
be noted that the client identity, C, is no longer
transmittedin plaintext, as is the casein traditional
Kerberos. This modification echoes that of the
PKTGS_REQchangedescribedin the previoussection.
The purposeof this pair of changeds to offer a greater
degree of protection of client privacy. While this
approachdoes not prevent a network observer from
capturing IP addressinformation, it does prevent the
tracking of session requests between identifiabent and
serverpairs, asis the casewith Kerberosv5. Thereare
many ways to reductine value of any capturedP address
information. Corporate firewalls oftguerform|P address
remapping,thus making IP addresse$ess useful to an
observer outside the firewall. (Note, however, ihathis
case, if the optional 'caddr field is set in the
PKTGS_REQ message, it shold setto the IP address
of the firewall, not of the client.) Dial-up IP service
providersdynamically assignIP addresse$o customers.
Finally, the client may be on a multi-userhost. In the
event thatmultiple authenticationrequestoriginatefrom
a single IPaddressthe matchingof the PKTGS_REPto
the correct PKTGS_REQcan still be unambiguously
achieved by examining the originating port address.
However, a network observer would nwvedirect access
to the client's identity.

The sessionkey K, is alsoincludedin the encrypted
response. The client will use this session key to
construct the authenticator exactly as in traditional
Kerberos.

It is worth noting that the encryption key used in
PKTGS_REP is the@andomkey K, extractedfrom the
PKTGS_REQ message. This key servesthe same
function as the sessionkey extractedfrom the TGT in
traditional Kerberos. Additionally, sinceK,,.4 iS @ one-
time key generatedy the client, it cananddoesservea
second role as the nonce.



2.4. Using the service ticket

The serviceticket receivedby the client is simply a

informationin KRB_CRED will not be divulged to an
eavesdropper. Furnished with this 3-tuple of ticket,
authenticator, and proxy key, tigeganteecanthen proceed

conventional service ticket. Therefore, the client generates to communicate with the application servertba client's

the application service request as before:

AP_REQ: T.s {C, TS1}K

All operations from thigoint on can proceedper normal
Kerberos operations. Direauthenticatiorbetweenclient
and server is thus accomplished.

2.5. Rights delegation in PKDA

KerberosV5 supportsrights delegationvia the use of
proxiable and forwardable tickets. Neunsrowedthat it
is straightforwardto implement proxies in encryption-
basedauthenticationmechanismsasedon either public
key or conventional cryptography [9].

Underthe proposedPKDA scheme,it is possibleto
achieve rights delegation even in the absenceof a
centralizedKDC. As long as the destinationserveris
PKDA-enabledand is configured to provide proxiable
tickets, the samedelegationmechanismusedin Kerberos
can be applied here.

If the client C wants G (the rights granteekitt asits
proxy in communicatingvith the destinationservers, it
will first establisha sessionwith G andtheninitiate the
following exchange:

1.C->S: SCERT_REQ
2.S-->C: SCERT_REP
3.C->S: PKTGS_REQ

(with PROXIABLE flag set)
4. S -->C: PKTGS_REP

(returns proxiable ticket)
5.C-->G: KRB_CRED
6.G-->S: AP_REQ

The client contactsthe application server directly to
request a proxiable ticket with the address afcudedin
the ticket. Thefull PKTGS_ REQmessagdormat, like
the AS_REQ and TGS_REQ message formaltews the
client to set the PROXIABLE flag and specify the
addressegrom which the ticket is usable[13]. The
PKDA-enabledserversimply respondswith a proxiable
ticket. The client will then constructan authenticator
which the granteewill presentto the applicationserver.
The authenticatorincludesa proxy key in the 'subkey’
field, andthis key will be usedasthe actualsessionkey
betweenG and S. The client can also set the desired
proxy restrictionsin the 'authorization-datafield within
the authenticator.

Using the KRB_CRED construct in traditional
Kerberos, theclient will forward the proxiableticket, the
authenticatorandthe proxy key to the granteein step 5.
SinceC andG havealready establisheda securesession
with each other, the proxy key and other encrypted

behalf as per traditional Kerberos.

There may be a scenario where the client cannot
communicatedirectly with the application server. For
example S maye locatedbehinda firewall andcanonly
be accessediia the gatewayG. In sucha caseG can
simply serveas a relay for the messagesxchangedin
steps 1-4. Since the PKDA protocol has bdesignedo
be immune to a "man-in-the-middle" attack, there is
nothing that G can do to compromisethe protocol
(beyond denial of service).

3. Migration plan - obtaining service tickets
from a PKDA-enabled TGS

If the server with whom the client wishes to
communicateis not capableof handling service ticket
requests using the PKDA protocol, the clianli haveto
resort to sendingthe requestto a centralized PKDA-
enabled TGS. We should realistically expect thhybrid
of PKDA-enabled and non-PKDA-enabled application
serverswill be in co-existenceduring a system-wide
transitionto PKDA. Thereforethe existenceof these
interim centralizedT GS's as PKDA-serversof last resort
is essential to preserving the functionality anigrity of

the Kerberos Authentication scheme during the transition.

When the application server fails to respondto a
certificate request (SCERT_REQ) with a matching
SCERT_REP, the client can assume that the sésveot
PKDA-enabled. Then the client will have to
communicate with a PKDA-enabled TGS to get a
traditional TGT andthe subsequenserviceticket for the
application server. This is accomplished by fiblléowing
seven step exchange:

1. C --> TGS: SCERT_REQ
2. TGS --> C: SCERT_REP
3.C -->TGS: PKTGS_REQ
4. TGS --> C: PKTGS_REP
5.C -->TGS: TGS_REQ

6. TGS --> C: TGS _REP
7.C->S:  AP_REQ

It is worth noting that the client will be
communicating with the TGS for the first six steyfsthe
exchange. Therefore, the performance bottleneck
associated with a centralized KDC/TGS remains.
However, thecentralizeddatabasef symmetrickeys will
be much smaller in size, since the clients will now
authenticatehemselvesto the TGS using public keys
instead of symmetric keys. Shared symmetric keys
betweenthe KDC and the application serversare still
required.



The essentiafeaturesof this messagexchangeare as
follows:

SCERT_REQ: TGS

SCERT_REP: tgs-cert
PKTGS_REQ: TGS, {Tyu Kians auth-data}l,
PKTGS_REP: {C, TGS, K g5 TautdK rane TGT
TGS_REQ: C, S, Tsl, TGT, {authenticator}K,
TGS_REP: C, {Kes S, TS1}K s Tes
AP_REQ: T.s {C, TS2}K, ¢
where
auth-data = C, c-cert, {K.no TGS, By TaurtP:™
TGT = Teugs
= TGS, {Kcigs Cr TourtK gs
Tes = S, {Kes C, TauntK sgs

The first four steps of the messageexchangeare
identicalto thoseof the PKDA protocol as describedin
Section 2, and so the discussion will hetrepeatechere.
The only exceptionis that the serverbeing contactedin
this caseis the TGS (which hasto be PKDA-enabled.)
Therefore, all instances of and references tar&'eplaced
by 'TGS'. In effect, thelient is issuinga PKTGS_REQ
to the TGS requestinga "serviceticket" in the form of a
traditional TGT. Then, steps5-7 are really identical to
steps3-5 of the traditional Kerberosexchangewherethe
client usesthe TGT to requestan actual serviceticket.
Sincethis traditional TGT canbe reusedonly steps5-7
needto be repeatedfor subsequentuthenticationwith
other non-PKDA-enabled servers.

It is obviousfrom this messagdormat, however,that
the protectionof the client'sidentity in steps3 and4 of
this exchangeis betrayed by the traditional Kerberos
exchangein steps5 and 6. Therefore, the privacy
enhancementsf PKDA cannotbe realizedunlessclients
contact servers directly using the PKDA protocol.

An alternateapproachto transition might have each
serverhost running a localized PKDA-enabledTGS at a
well-known port. This "localized TGS" would have
certificatesfor eachserverprincipal running on that host
andsharea symmetrickey with eachservice. With this

setup, steps 1-4 of the PKDA protocol could be directed to

this well-known port insteadof the assignedport of the
specificapplicationservice. The sessionticket obtained
from this "localizedTGS" canthen be usedto contactan
unmodified traditional Kerberized application service
running at the host. We do not advocatethis approach,

however,as it is likely to further delay the complete
migration to PKDA-enabled applications.

4. Progress

The fundamental correctness of the PKptocol has
beenverified using Convince, a formal verification tool
based on belief logic. This work is reportedlbghota et
al. [8]. A working implementationof PKDA has been
developedfor the NetBill electronic payment project at

CMU [14]. NetBill consumers and merchants authenticate

with eachother,aswell aswith the NetBill server,in a
fully distributed manner using the handshakedescribed
above. NetBill uses DCE RPC's betweenclients and
servers and steps 1-4 fe PKDA protocol are additional

RPC's that must be supported on any server's interface. A

pre-processor to the standard DCE IDL compiler is used
automatically add these two RPC's to eviatgrface. An
Internet Draft [13] detailing the PKDA protocol, in its full
specification, has been submittedto the IETF. This
proposalis compatiblewith, and can be integratedwith
other current proposals (suels [11]) to bring public key
cryptography into Kerberos.

5. Conclusion

An extension to the Kerberos authenticatiamework
hasbeendescribed. This extensionemploys public key
cryptographyto facilitate initial authenticationdirectly
between Kerberos servers atlgénts. By distributing the
authentication workload from the centralized KD@she
individual principals on the network, potential
communicationsand/or processing bottlenecks at the
KDC's canbe avoided. This significantly enhanceghe
scalability of the Kerberos framework in the rapidly
growing Internetenvironment. By eliminating the need
for a KDC and its centralizedatabasef symmetrickeys,
the catastrophicconsequencesf a KDC compromise,
including the subsequentkey-recovery effort, can be
avoided.

It hasalso beenshownthat the privacy of the client's
identity in a Kerberos authentication cangretected. By
moving the client identity fields from unencryptedto
encrypted portions of the messages, potential
eavesdropperwill be preventedfrom extracting such
information.

The feasibility androbustnessof the PKDA protocol
has been successfully demonstratedvia a formal
verification processand the developmentof a working
implementation. A migration plahasbeenproposedor

a transition from traditional to public key based Kerberos.
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